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Presenter 

Topic 

Objective 

Relevant 

Experience 

Mark Lippman 
Managing Director  

Cybersecurity Threats and Industry Response 

 

Provide: 
• An overview of key Cybersecurity risks  

• How companies can protect themselves 

 

• Managing Director in Security & Privacy Practice 

• Formerly CEO and co-founder of Arsenal Security Group which 

was acquired by Protiviti in June 2012  

• 15 years of IT Security consulting experiences focused on 

Payment Card Industry (PCI) including 7 years at IBM 
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Why do we care? 

Pulled from the Headlines: 

 563 Million Sensitive Records Breached Since 2005  

Malicious data breach cases averaged to $222 per record, 

with malicious attaches being the most expensive cause of 

data breaches and on the rise. 

  Negligence accounted for 39 percent of reported breaches. 

 The number of identities exposed during 2011 totaled to 

more than 232.4 million.  

 In the first half of 2013 there were219 incidents, exposing 

8,525,746 records.  

 

And the list continues…… 
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What is the corporate risk? 

The risks are more than just immediate monetary impact:  

 Litigation 

Reputation Loss 

 Loss of System Availability 

 Lost Productivity 

 Loss of Intellectual Property 

Regulatory Fines 
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Threats 

Summary of Threat Agents (Verizon Data Breach Report 2012) 
 

Malware and Hacking account for most breached records 
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Final Edition     

Source: Information Week, October 2007 

Headline News 

Theft Of Gap Laptop Puts 

800,000 Job Applicants At Risk 
  

What really happened – “The laptop was 

stolen from one of the retailer's third-party 

vendors that manages information on job 

applicants.” 

  

  

Who’s to Blame? 

Ponemon 2010 Annual Study: Cost of a Data Breach  
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• Vendor Management 

– What roles do third parties play in supporting the company’s technology needs? 

• Emerging Technologies 

• Cloud 

• Mobile 

• Data governance and data leakage prevention (DLP) 

• Application security 

– Are Security Development Lifecycle protocols embedded in the application development 

process? 

– Are periodic pen tests performed to identify vulnerabilities? 

– Database Security 

– Social Engineering 

• Incident Response  

– Are there well-defined and communicated processes in place to respond to security breaches? 

Information security 

With security breaches being an every day event, regulators 

remain very focused on: 
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Vendors are a common source of data loss and incidents, as 

such companies are increasingly faced with more due diligence 

in managing profiles, completing risk assessments, streamlining 

management, and reporting key metrics: 

 

 

Information security – vendor 

management 

Increased data exposure 

Increased regulatory exposure 

Limited visibility 

Limited resiliency 

Limited responsibility 
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As mobile devices gain popularity and are used throughout 

businesses, new risks emerge: 

Business data stored on personal mobile devices 

Lost mobile devices 

Insecure Apps 

Malware 

Misconfiguration 

 

Many companies are not prepared to handle mobile device loss 

and may lack policies and response procedures to be prepared. 

 

Information Security – emerging risks 
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Information Security 

Forensic Reviews 

eDiscovery 

Incident Response 

Vendor Contracting 

Asset Inventory 

License Compliance 

Information Security – emerging risks 

Companies are processing and storing data in the “cloud” and this 

creates new challenges: 
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Web Application Issues 

• Verizon 2012 Data Breach Investigative Report (DBIR) 

– Web App related vulnerabilities: 

• 10% of all hacking breaches 

• 54% for larger organizations (employees greater than 1000) 

• (In)Famous Data Breaches 

– Heartland Payment Systems, March 2008, (SQL Injection)  

• Compromise of 130 million credit and debit card numbers 

– Citi, May 2011 (Weak Session Management, Access Control) 

• Compromise of 1% of credit card accounts, 360,069 accounts 

– HBGary Federal, 2011, (SQL Injection) exposes 60,000 confidential emails, 

executive social media accounts, and customer information 

– Sony, 2011, (Outdated Apache Software) exposes 100 million customer 

account details and 12 million unencrypted CC 
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What About the Web Applications? 

• 75% of web site hacks that occur today 
happen at the application level (Gartner). 

 

• Firewalls and most Intrusion Detection 
Systems (IDS) sit at the network layer 
and typically do not protect the 
application layer. 

 

• Threats still exist through the exploitation 
of the way the application is designed 
and programmed. 

 

• On average, there are 5 to 15 defects in 
every 1,000 lines of code (US Dept. of 
Defense and the Software Engineering 
Institute). 

WEB SERVER

WWW

IDS

FIREWALL
Network Connection

SCANNING LAPTOP VPN SERVER

FTP SERVER

EMAIL SERVER

Demilitarized Zone 

(DMZ)
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Database Security 
Where are your valuables? 

• Is it your data, systems, or network? 

• Current focus is towards protecting information through network configuration, 

systems administration, application security 

• How about the data in the database and the systems that manage it? 

Security in Layers: 

• Secure database 

• Secure applications  

• Secure operating system (relative to database system) 

• Secure web server (relative to database system) 

• Secure network environment (relative to database system) 

 

The database security is often a neglected area because it is typically not well 

understood by DBA’s and auditors 
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Common Database Security Findings 
 

• Weak user account settings - Databases lack user settings found in more mature 
operating system.  

 

• Insufficient segregation of duties  

 

• Inadequate audit trails .  

 

• Unused database security features  

 

• Access management/user administration/IDM is often an issue - User account 
reconciliation or review does not occur. 

 

• - Related to "Insufficient segregation of duties" - Applications are often connecting 
to the DB using accounts that are more powerful then they need to be or have 
resources to much more then the really need to.   
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Social Engineering 
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Can you tell them apart? 

Customer’s Outlook Web Phishing Site 
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Phishing as Security Awareness Tool 
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Incident Response Statistics 
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Verizon Data Breach Investigations: Supplemental Report 

 

 

 

*By percent of breaches for all organizations 

*75% of breaches are executed within minutes of initial internal network access  

*54% of the time, it takes organizations more than one month to become aware of a compromise 

*92% of organizations are made aware of a breach because of third party notification 

*38% of organizations take longer than one week to respond and mitigate a breach 

 

Targeted Unknown Opportunistic (Random & Directed) 
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Incident Response Process Architecture 
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Awareness 

Identification 

Containment 

Eradication 

Recovery 

Prevention 

Closure 



© 2010 Protiviti Inc. An Equal Opportunity Employer. 

CONFIDENTIAL: This document is for your company's internal use only 

and may not be copied nor distributed to another third party. 

Incident Response 

Throughout the response process the following are key: 

• Communication – Who, What, Where, and When 

 Regulatory considerations – SB1386 and others 

 Consider communication channels within and outside the organization 

• Chain of Custody 

• Documentation – Record and log actions 

 Develop and use incident handling forms 

• Collect data that can be used to quantify damage 
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Mitigation Trends 

After a data breach, organizations are relying on a combination of people-centric and technology-

centric based steps.  One technique not depicting is Breach insurance which we are seeing become 

more popular. 

Ponemon 2011 Annual Study: Cost of a Data Breach  
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Preventative Measure 2011 2010 2009 

Training and awareness programs 53% 63% 67% 

Expanded use of encryption 52% 61% 58% 

Additional manual procedures and controls 49% 54% 58% 

Identity and access management solutions 47% 52% 49% 

Data loss prevention (DLP) solutions 45% 43% 42% 

Other system control practices 38% 43% 40% 

Endpoint security solutions 42% 41% 36% 

Security certification or audit 19% 29% 33% 

Strengthening of perimeter controls 25% 22% 20% 

Security event management systems 26% 21% 22% 
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PCI Data Security Standard:  
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Summary  

• Corporate assets continue to be targeted for 

malicious intent  

• The expansion of IT assets (devices and data) 

makes protection of assets more challenging 

• Non- IT (Finance, Internal Audit, Line of 

Business) play a critical role in assuring controls 

are in place.  
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Resources 

Web Sites: 

 Protiviti www.protiviti.com   

 National Institute of Standards and Technology (NIST) http://csrc.nist.gov/  

 SANS  http://www.sans.org/resources/  

 CERT Coordination Center  http://www.cert.org/other_sources/  

 Privacy Rights Clearinghouse www.privacyrights.org  

 In Defense of Data www.indefenseofdata.com  

Incident Response Resources 

 United States Computer Emergency Readiness Team http://www.us-cert.gov  

  NIST Computer Security Resource Center http://csrc.nist.gov  

 SANS Institute http://www.sans.org  

 Computer Emergency Response Team (CERT) http://www.cert.org  
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Thank You 
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Mark Lippman 

Managing Director 

Tysons Corner, VA 

+1 703-980-8715 

Mark.lippman@protiviti.com 
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